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ABSTRACT 



A system far routing packets in a network environment 
having a connection-oriented subnetwork, a plurality of 
routers coupled to said connection-orieatcd subnetwork, and 
a plurality of established virtual circuits. Apacket is received 
by a router fcM* forwarding toward a packet destination. A 
best existing virtual circuit across said connectionyoriented 
subnetwork is identified from said plurality of established 
virtual circuits. The best existing virtual circuit is analyzed 
to determine whether it is both feasible and efficient for 
forwarding the packet toward the packet destination. Jf the 
best existing virtual circuit is both feasible and efficient, then 
the packet is forwarded using the best existing vutual drcuiL 
If the best existing virtual circuit is either not feasible or 
inefficient, then a new virtual circuit is established to an 
optimal next hop router and the packet is forwarded using 
the new virtual circuit 

16 Claims, 9 Drawing Sheets 
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FIG. 2 




11/05/2004, EAST version: 1.4.1 



U.S. Patent 



Dec 16, 1997 Sheet 3 of 9 



5,699^47 



FIG. 3 
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FIG. 4 
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FIG. 7 
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FIG. 10 
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METHOD AND APPARATUS FOR ROUTING 

PACKETS IN NETWORKS HAVING 
CONNECTION-ORIENTED SUBNETWORKS 

This is a condnuatioa of application Ser. No. 08/560,047> 
filed Nov. 17, 1995, abandoned. 

BACKGROUND OF THE INVENTION 

1. Held of the Invention 

The present invention relates to routing packets in a 
network environment More spedflcally, routing packets in 
a network having routers coupled to a oonncctioa-oriented 
subnetwoik and which forward connectionless datagrams. 

2. Background 

Con[q)uter networks provide a mechanism for transfening 
information between various locations. Large con^)utcr net- 
works may be extended around the world to interconnect 
multiple geographic sites and thousands of hosts. 
Additionally, various types of internetworking devices have 
been developed to permit users (or nodes) of one network to 
communicate with usa*s (or nodes) of other networl:s. These 
devices are often referred to as routers or gateways. 

To transfer information from one node on a network to a 
node or group of nodes on another network, it is necessary 
to determine a path through the interconnected series of 
links and networks for the information to be propagated. 
Various routing protocols have been developed for calculat- 
ing routes across interconnected networks. 

Networks may include one or more 'Virtual networks" or 
*Virmal subnetworks.** A common situation for iir^ement- 
ing virtual networks includes the routing of the internetwork 
protocol (IP) type networldng packets over an asynchronous 
transfer mode (ATM) subnetwork. An ATM subnetwork is a 
coanectLon-odented network, meaning that data is for- 
warded over virtual circuits (VCs) by switching/forwarding 
devices refezred to as ATM switches. Other examples of 
connection-oriented networks indudc X.25, Frame Relay, 
and Hain OldTelqihone Service (POTS). 

An ATM switch cannot forward data between a particular 
source and destination unless tlie ATM switch has first 
obtained and stored state information to manage the virtual 
circuit specifically related to the flow of data between the 
particular source and destination. ATM switches provide 
high performance by forwarding a large amount of data in a 
short period of time. The use of connection-oriented virtual 
circuits allows packets to be di\'ided into smwHer, ^ed- 
length cells. Maintaining state information and using small 
cells minimizes the delay at the ATM switch when forward- 
ing data. 

Routers are connected to the ATM subnetwork as weU as 
other subnetworks and are used to collect packets corre- 
sponding to multiple flows of datagramis from multiple 
sources to multiple destinations. Virtual circuits across the 
ATM subnetwork are used to carry information between 
various routers coupled to the subnetwork. A single virtual 
circuit, or a small nunober of virtual circuits, may be estab* 
lishcd and utilized between any particular pair of routers. 
The routers use a routing protocol between one another to 
calculate routes between the various routers. Where a virtual 
drcult exists between two routers, the routers can "adver- 
tise" a corresponding link between them into the routing 
protocol, thereby allowing other routers to learn of the link. 
A conunon routing protocol is a link state routing jvotocoL 
In a link state routing protocol^ each node in the network (for 
exan^le, a router) maintains information about each link in 
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the network. A topology state routing protocol is a refine- 
ment of link state protocol in which significant status about 
the internal structure or operation of other nodes in the 
network may be maintained in addition to infonnation about 
5 links. 

In large networks, whidi may include hundreds or thou- 
sands of routers, it is impractical to mflintflin virtual circuits 
between every pair of routers, ATM switches are limited in 
their ability to store network state information. Therefore, 

10 the large amount of network state inf omiatioD required if all 
possible virtual circuits were established would be inqsrac- 
tical and inefficient. Additionally, sudi a configuration 
would require that the network hayer routing protocol con- 
sider every possible virtual circuit when calculating a route 

15 across the ATM subnetwork. Such a calculation cannot 
provide the efficient route con:q)utation necessary to effi- 
dentiy transmit data over a network. 

Instead of cstablishiag every possible virtual circuit, a 
smaller set of virtual circuits are established between spe- 

^ dfic pairs of routers. Since virtual circuits arc not estab- 
lished for every pair of routers, the resulting path between a 
particular pair of routo^ may utilize intermediate routers. 
This type of routing may be referred to as *'roundabout 
routing" because it uses an indirect path via multiple routers 

^ to traverse the ATM subnetwork. The roimdabout routing 
method locates the best path to the destination using only the 
set of virtual circuits established across the subnetwork. This 
method reduces the overall throughput of the network 
because many paths will pass tiu-ough multiple routers, 

^ therd>y increasing the overall delay involved in transferring 
a puck&t to its destination. 

Another type of routing is referred to as "shortcut rout- 
ing.** Shortcut routing detennines which exit router provides 
the best path for transnutting a particular packet toward its 
destination. A virtual circuit is then established between the 
entry router and die optimal exit router, thereby providing a 
direct path across the ATM subnetwork. Shortcut routing 
minimizes the delay associated with transfeiiing packets 

^ across the ATM subnetwork by always establishing a direct 
virtual circuit to the optimal exit router. However, using 
shortcut routing in every situation is inefSdent due to 
limitations of the ATM subnetwork to establish a large 
number of virtual circuits in a short period of time. 

4j Furthermore, as discussed above, ATM switches arc limited 
in their ability to store link state inf<M7nation. As additional 
virtual circuits are established due to shortcut routing, addi- 
tional state infoimatioB. must be stored by the rciiters and 
ATM switches. Therefore, use of shortcut routiug may cause 
ineffident opaation of the network. 

It is therefore desirable to provide a system for determin- 
ing when to use an existing virtual circuit for forwarding a 
packet across a subnetwork, and when it is preferable to 
establish a new virtual circuit for forwarding tiie packet 

SUMMARY OF THE INVENTION 

The present invention provides a routing system for 
alleviating the problems associated with roundabout routing 
and shortcut routing discussed above. Specifically, the 

60 present invention determines whether it is feasible and 
effident to forward a particular packet using an existing 
virtual circuit or whether a new virtual circuit should be 
established for forwarding the particular packet The inven- 
tive routing system does not establish a new virmal circuit 

65 for routing every packet ncr does it use an existing virtual 
circuit for routing every packet Instead, the routing system 
quickly determines which approach is prefaable consider- 
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mg the ability of existing viitaal circuits to forward packets 
feasibly and efficiently to specific destinations. In some 
cases, the present invention will use an existing virtual 
circuit which is not the optimal path across the subnetwork. 

One embodiment of the present invention provides a 
method for routing packets in a network having a 
connection-oriented subnetwork and multiple virtual circuits 
established across the connection-oriented subnetwork. A 
packet is received for forwarding toward a packet destina- 
tion. A detennination is made regarding whether one of the 
virtual circuits is feasible for forwarding the packet toward 
the packet destination. Hie packet is forwarded toward the 
packet destination using one of ±t virtual circuits if one of 
die virtual circuits is feasible. If the multiple viitual circuits 
are not feasible, then a new virtual circuit is established 
across the connection-oriented subnetwork and the packet is 
forwarded toward the packet destination using the new 
virtual circuit 

Another feature of the present invention provides foe 
determining feasibility by calculating a first distance to the 
packet destination considering all possible virtual circuits 
across the connection-oriented subnetwork. A second dis- 
tance is determined from an opposite end of an established 
virtual circuit to the packet destination. A virtual circuit is 
determined to be feasible if the second distance is less than 
the first distance. 

An additional feature erf the present invention provides for 
determining efficiency of a virtual circuit by testing the 
virtual circuit to determine whether the virtual circuit makes 
a particular minimum progress toward said packet destina- 
tion. This minimum progress may be a fraction of the 
progress made by an Ofytimal virtual circuit Additionally^ the 
inininuun progress may be a fraction of a cost associated 
with traversing the virtual circuit 

Another feature of the present invention provides for 
analyzing each established virtual circuit for determining 
whether the virtual circuit should be closed. This analysis 
may include providing a timer for each virtual circuit for 
determining the utilization of the virtual circuit. The timer is 
reset each time a packet is detected on the virtual drcoit The 
timer is inaemented when a packet absence is detected on 
the virtual circuit The virtual circuit is dosed when the 
timer reaches a predetermined timeout value. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention is illustrated by way of example in 
the following drawings in which JEike references indicate 
similar elements. 

FIG. 1 is a diagram of a network configuration having 
multiple routers connected to a connection-oriented subnet- 
work enable of utiliziiig the present invention. 

FIGS. 2 and 3 are diagramis of network configurations 
having multiple routers connected to an ATM subnetwork. 

FIG. 4 is a flow diagram illustrating the calculations and 
determinations for routing a particular packet in accordance 
with the present invention. 

FIGS. 5A and 5B are flow diagrams illustrating the 
calculations and determinations performed by a router in 
accordance with the present invention. 

FIG. 6 is a flow diagram illustrating the procedure for 
determining when to close an existing virtual circuit. 

FIG. 7 is a block diagram of a router capable of incor- 
porating the teachings of the present invention. 

FIG. 8 is a network diagram illustrating a logical router 
topology. 
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FIG. 9 illustrates the network diagram of FIG. 8 with 
additional details regarding the ATM subnetwork. 

FIG. 10 is a flow diagram illustrating the calculations 
performed by a router in a layered routing network configu- 
5 ration. 

FIG. 11 is a flow diagram illustrating the selection of a 
particular path to a destination. 

DETAILBD DESCRimON OF THE 
10 PREFERRED EMBODIMENT 

The following derailed description sets forth numerous 
specific details to provide a thorough understanding of the 
present invention. However, those skilled in the art will 
appreciate that the present invention may be practiced 
without these specific details. In other instances, well known 
methods, procedures, coix]qx>nents, protocols, and circuits 
have not been described in detail so as not to obscure the 
present invention. 

^ The present invention is related to routing packets in a 
network having routers coupled to a connection-oriented 
subnetwork. For illustration pmposes, the following detailed 
description refers to an ATM subnetwork as flie connection- 
oriented subnetwork. Those skilled in the art will understand 

^ that an ATM subnetwork is only one type of connection- 
oriented subnetwork. Other types of connection-oriented 
subnetworks include, but are not limited to, X.25, E^rame 
Relay, and POTS (Plain Old Telephone Service). The 
present invention may be q>plied to any type of connection- 

^ oriented subnetwork using the structures and methods 
described herein and is not limited to ATM subnetworks. 

Referring to FIG. 1, a diagram of a siii^>le network 
configuration is illustrated in an embodiment having mul- 
tiple routers coupled to a connection-oriented subnetwork 

35 The illustrated network has been reduced in size for expla- 
nation purposes. Actual networks may include thousands of 
routers with numerous hosts connected to each rviuter. 

The configuration illustrated in FIG. 1 includes a 
connection-oriented subnetwork 10 and five multiprotocol 

40 routers (12, 14, 16, 18, and 20). Several hosts or "Data 
Terminal Equipment (DTE)" (22, 24, 26, 28, 30, 32, and 34) 
are connected to the routers. Four routers (12, 14, 16, and 
20) are directly connected to connection-oriented subnet- 
work 10 while router 18 is coupled to router 16, If router 18 

45 has a packet which must be delivered to a host 28, the packet 
may be forwarded via router 16 to host 28. In this case, the 
packet need not be forwarded aaoss connection-oriented 
subnetworic 10. However, if router 16 has a packet for 
dcUvcry to a host 22 attached to router 14, tiien router 16 

50 must forward the packet across subnetwork 10. Similarly, 
any otha router having a packet which must be ddivaed to 
a router located across subnetwork 10 must forward the 
packet using the subnetwork. 
Those skilled in the art will recognize that the hosts 

53 (22-34) illustrated io FIG. 1 may be coupled to the routers 
in various manners, such as using direct coupling and 
physical networks, as well as other connection mechanisms. 

Referring to FIG. 7, a block diagram of a typical router 
300 is illustrated. Router 300 is capable of incorporating the 

60 teachings of the present invention and includes a routa 
engine 302 having a CPU 304 and a memory device 306. 
Router engine 302 is coupled to various routing tables 308 
and databases 310 capable of storing infonnation necessary 
for routa: 300 to property forward packets toward flieir 

65 destination. Databases 310 may include a Link State 
Database, a Path Database, a Tent Database, and a Forward- 
ing Database. An interface 312 is coupled to router engine 
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302 and provides the physical conoecdon to a netwoik 314. The present invention is concerned with processing padt- 

Thosc skilled in the ait will recognize that various router ets received by a router and awaiting forwarding. Therefore, 

types may be used with the invention described herein. it is important to make a routing decision quickly such that 

HG. 2 iUustrates a diagram of a simple network configu- the packet is forwarded in a timely manner. Tlie meftod used 

lationhavingmultiplcroutcrsconncctcdtoanArMsubnct. 5 !P'°"^„P!^^f 

^rrrrAr T« J^«K#T Ai^^^ Ur.^ ^««^c ^inH thf^iv dctennmcs whcthcT 3 VMtual ciTcuit alicEdy cxists whlch Is 

work. To sunphfy the both 'Wblc" and "effidcnt" A virtual circuit is 

''''^ "^"T discussed above, an ATM ^ a specified destination if it makes some progress toward 

subnetwork is one example of a connection-onented sub- ^j^^ destination and will not loop. A feasible virtual circuit 

network with which the present mvenuon may be practiced. ensures that the packet will be ddivered to Its destination. A 

The configuration illustrated in FIG. 2 includes an ATM virtual circuit is "efficient" if the circuit moves the packet a 

subnetwQik 100 having five ATM switches (102, 104, 106, specific mlnimmn distance doser to the destination. To be 

108, and 110) linked together as shown. Six routers (112, "efficient", a virtual circuit mustrqaresent a practical use of 

114, 116, 118, 122, and 128) are connected direcdy to ATM the network resources. An inefficient virtual circuit may 

subnetwork 100. Routers 120, 124, and 126 are not con- result in mult^le hops aaoss the ATM subnetwork, thereby 

nected directly to subnetwork 100, but are coupled to routers reducing the overall efficiency of the network. Determining 

capable of forwarding packets over the subnetwork. For feasibility and efficiency will be described in greater detail 

example, router 120 can forward a packet via router 118 if below. 

the packet is destined for a router across ATM subnetwork if a virtual circuit exists which is both feasible and 

100. Similarly, router 126 can forward packets via router 124 efficient, then the packet is fcwarded using the existing 

and router 122 to reach subnetwork 100. The configuration ^ virtual circuit If no existing virtual circuit is both feasible 

of FKj. 2 also includes four virtual circuits (130, 132, 134, and efficient, then a new virtual circuit is established 

and 136) established across subnetwork 100. Virtual circuit between the source router (the router having the packet to be 

130 connects routers 112 and 114, circuit 132 connects forwarded) and the exit router (the next hop router on the 

routers 114 and 118, circuit 134 connects routers 114 and best path to the destination). The packet is then forwarded 

128, and circuit 136 connects routers 116 and 118. Throu^- ^ using this new virtual circuit 

out the description of the invention, the term **virtual drcuif* jbc routing jroccdure provided by the present invention 

is used to denote switched virtual circuits (SVCs) as weU as iiiustiatedin HG. 4. At step 200, various network routing 

permanent virtual circuits (PVCs). calculations are performed. These calculations are pcr- 

Each ATM switch in ATM subnetwoik 100 maintains the ^ formed by the router before a packet arrives such that die 

state of all other ATM switches in the subnetwork based on results of the calculations are available when a packet is 

information exchanged using a link state or topology state received by the router for f oowarding. The specific calcula- 

routing protocol. In one embodiment of the present tions performed are described below with reference to FIGS. 

inventioD, the state information is exchanged using die ATM 5a and SB. At step 202, the router determines whether a 

Forum standard Private Network to Network Interface packet has been received and is waiting to be forwarded If 

(PNNI) routing i^otocoL no packet has been received, the routine branches to step 204 

Each routo: maintains the state of all other routers and which determines whether the state of the network has 

ATM switches on the network based on information changed, A netwoik change may result from a change as 

received from the routing protocol. In one embodiment, state reported in the routing protocol link state update packets, or 

information is received in Integrated PNNI (I-PNNI) Topol- ^ as a result of a change in the state of virtual circuits available 

ogy State Packets (FTSPs) and consists of the standard to the routa. For example, a new virtual circuit may be 

required information which is advertised in I-PNNI FTSPs. established by the source router oc a new virtual circuit may 

Since only four virtual circuits are provided in the con- arrive from another router. If a netwoik change is indicated 

figuration of FIG. 2, all possible paths aaoss subnetwork at step 204, then the routine branches to stq> 200 to 

100 are not available. For example, if router 112 has a packet 45 incorporate the netwOTk changes into the routing calcula- 

to be delivered to a host attached to router 122, no virtual tions. IT the state of the network has not dianged, then fiie 

circuit is available for routing the packet In this case, a new routine branches from step 204 back to step 202. 

vTrtnni Hmjit niiist be cstabUshcd for routing the packet At step 202, if a packet is 'waiting, thcroutiuc braiidias to 

However, if router 112 has a packet for delivery to a host step 208 to determine whether the optimal next hop router is 

connected to router 114, then virtual circuit 130 may be used 50 located across the connection-oriented subnetwork. If st^ 

toforwardthepacket In another situation, if router 120 has 208 determines that the optimal next hop router is not 

a packet for delivery to a host attached to router 114, the located across the subnetwork, then the routine branches to 

packet may be forwarded to router 118 and then to router 114 step 210 where the packet is forwarded directly to the 

using virtual circuit 132. optimal next hop router. The routine then returns to step 204 

In the situation where router 114 has a packet for delivery 53 to determine whether any network dxangcs have occurred, 

to a host attached to router 116, a path exists between the two If step 208 determines that the optimal next hop router is 

routers, but two different virtual circuits 132 and 136 must located across the subnetwork, then the routine branches to 

be used. Using the roundabout routtng method, the packet step 212. Step 212 determines whether a virtual circuit is 

will automatically be forwarded to router 118 using virtual already established to the optimal next hop router. If a virtual 

drcuit 132 and then to router 116 using virtual circuit 136. 60 coruit already exists, then the packet is forwarded using that 

The roundabout method does not consider establishing a virtual circuit at step 214. If no virtual circuit exists to the 

new virtual circuit directly between routers 114 and 116, but optimal next hop router, then the routine branches from step 

instead uses the two existing virtual circuits. In contrast, the 212 to step 218 which determines whether the best existing 

shortcut routing method will automatically establish a new virtual circuit is feasible. A discussion of the me&od of 

virtual circuit between routers 114 and 116 for forwarding 65 determining feasibility of virtual circuits is provided below, 

the packet across subnetwork 100. The shortcut method does If step 218 dctennines that the best existing virtual circuit 

not consider the use of existing virtual circuits 132 and 136. is not feasible, Uien the routine branches to step 220 where 
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the packet is buffered while a new virtual circuit is estab- subnetwork from the distance Thus, if the optimal next 
lished. The routine continues to step 222 where the new hop Is not across the ATM subnetwork then nothing is 

virtual circuit is established from the source router to the subtracted from the distance resulting in D^=D^. 

optimal next hop router. At step 224, the packet is forwarded Referring to HG. 2, if router 114 has a packet for delivery 

to the optimal next hop router using the new virtual circuit 5 to a host connected to router 126, the optimal path is via 

The routine then returns to step 204. subnetwork 100, and routers 122 and 124. The optimal next 

If step 218 determines that the best existing virtual circuit hop router is router 122. The distance from router 122 to 

is feasible, then the routine branches to steps 226, 228, and router 126 is 4 (two links, each having a cost of 2). 

230 to determine whether each of the three eflaciency tests Steps 244 and 246 of HG. 5A perform a calculation 

havebeensatisfiedlf any one of the three efSdency tests is referred to as the "existing virtual cticuits conq)utation** 

not satisfied then the routine branches to steps 220, 222, and which assumes that packets may be forwarded across the 

224 where a new virtual circuit is established for forwarding ATM subnetwork using only existing virtual circuits, 

the packet across the subnetwork to the optimal next hop However, routers located on the other side of the ATM 

router. Details regarding the tfu-ee efficiency tests will be subnetwork may use any possible path, including virtual 

discussed below. 15 circuits which have not been established. Step 244 deter- 

If all three of the efficiency tests are satisfied in steps 226, mines the best existing virtual circuit by using the Dijkstra 

228, and 230, then step 232 forwards die packet across the algorithm to determine a single path from the source routea* 

subnetwork using the best existing virtual circuit. The rou- to each possible destination considering all existing virtual 

tine then returns to step 204. circuits. Rather than executing the Dijkstra algorithm once 

FIG. 5 A is a flow diagram illustrating the calculations ^ from the other end of each existing virtual circuit, the 

pcrfoimed by a router in accordance with the present inven- algorithm is executed once to simplify and expedite the 

tion to determine feasibility of a virtual circuit. At step 240, calculation. The single path generated by the Dijkstra algo- 

the sending router first determines the optimal path from the ^® source router to the particular destination is 

sending router to the destination based on all possible paths. ^^^^ existing virtual circuit At step 246, 

This calculation considers any path across the ATM ^® distance froin the other end of the best existing virtual 

subnetwork, including virtual circuits which have not yet circuitto the destination is calculated and represented by D^. 

been established. This optimal path distance is referenced by Referring to FIG. 2, if router 114 has a packet for delivery 

and may be calculated by running the Dijkstra algorithm a host connected to router 126, the only existing path is 

to find a path from the current router to tiie destination. ITie ^ via virtual circuit 132 and routers 118, 120, and 124. Since 

Dijkstra algOTithm is used to calculate the best routes from a virtual circuit does not exist between routers 114 and 122, 

a particular router to all other routers in tiic network. Those D, is not calculated for the non-existent virtual circuit In 

skilled in the art will be famiUar with the implementation of this example, the best (and only) path cmrentiy available 

the Dijkstra algoritlmi. Furtheonore, artisans of ordinary between routers 114 and 126 is via virtual circuit 132. The 

skill will understand that other methods may be used to distance for D, in tiiis example is 6 (three routcr-to-routcr 

calculate the optimal path distance D^, Unks). 

The ''distance" between any two points in a network ^ another embodiment, the Dijkstra algorithm is 
environment is commonly referred to as the "cost" assigned executed once for each virtual circuit across the subnetwork, 
to a particular link or series of links. For example, links may algorithm is used to determine the best path from each 
be located between two routers, between a router and a 40 router to the destination based on any available path, 
connection-oriented subnetwork, or between two switches This approach represents a more complicated and time- 
within a connectioD-csiented subnetwork. Referring to FIG. consuming calculation, but results in a greater likelihood of 
2, an example is provided where eadi link in subnetwork finding a feasible and efficient path based on existing virtual 
100 is assigned a cost of 1, and each link between two circuits, 

routers is assigned a cost of 2. If router 114 has a packet for 45 If Do=I>g then the optimal next hop uses an existing 

delivery to a host connected to router 126, the optimal path virtual circuit This determination corresponds to step 212 in 

is across subnetwork 100, and via routers 122 and 124. To FIG. 4. In this situation, the eusting virtual circuit is used to 

determine the cost of the optimal path, four links through forward the packet toward its destination. Based on the 

SuuuaCwOik Iwv result iu a Cost of 4. The four links are from above exanq)ie using FIG. 2, Do=4 and D,=6. Tlierefore, 

router 114 to switdi 104, then to switch 108, then to switch 50 since D^ does not equal D^ the optimal next hop does not use 

110, and finally to router 122. The two router-to-router links an existing virtual circuit 

(router 122 to 124, and router 124 to 126) result in a cost of if D^^tD^ tiien the source router must determine whether 

4. Therefore, the optimal path distance between routers 114 the next hop using existing virtual circuits is feasible for die 

and 124 has a cost of 8, which corresponds to D^ This specified destination (HG. 4, step 218). A feasible next hop 

example is provided to illustrate the assignment of a cost to 55 is defined as a hop which moves the packet closer to its 

a particular path in the network: In a larger network, the destination while avoiding looping of the packet Using the 

Dijkstra algorithm may be used to identify the optimal path above calculations, if D^^D^ tiien the path using the best 

and the cost of that optimal path. Note, the above calcula- existing virtual circuit is not feasible for the specified 

tions ignOTC the fact that a virtual circuit does not currenUy destination. Since D^ represents the distance fi-om tiie other 

exist between routers U4 and 124. ^ side of the ATM subnetwork to tiie destination, if D^ is 

Referring again to FIG. 5A, step 242 calculates the greater than the distance finom the source router using the 

distance from the optimal next hop router to the destination optimal path then the best existing virtual circuit fails to 

considering all possible paths and all possible virtual make any progress toward the destination, 

circuits, regardless of whether they currentiy exist The In the above exaiiq)le using HG. 2, D(,=8 and D«=^. 

distance from the optimal next hop router to the destination 65 Therefore, since D^ is less than D^, virtual circuit 132 is 

is referred to as D^ and is calculated by subtracting the cost feasible for routing the packet toward its destination (router 

of the path, if any, across the inmiediately adjacent ATM 126). 
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If Da=D^ then the best existing virtual circuit is not optimal virtual circuit Otherwise, the existing virtual circuit 

feasible because there is a possibility of looping. An is not considered efficient. In the above example, kP^=1.6. 

example of (his potential looping is provided below with Therefore, since (2) is greater than 1.6, the existing virtual 

reference to FIG. 3. circuit satisfies this first efficiency test 

If D^^D^thennoexistingvirtualdrcuitmovesthepacket 5 a second efficiency test, step 228, may require that the 

closer to the destination. Therefore, a new virtual circuit best existing virtual circuit make some minimum progress, 

must be established between the source router and the defined by P^, toward the destination. Using the above 

optimal next hop router as detennined in the calculation of exan:^le, P^ may be selected as 1.0. Therefore, the best 

D^. existing virtual circuit must satisfy the equation P^^l.O. In 

D^<D^ then the best existing virtual circuit moves the the above exaic^le, P^=:2, thereby satisfying the second 

packet doser to its destination. Hierefore, the best existing efficiency test. 

virtual circuit is feasible and it is not necessary to establish A third efficiency test, step 230, may require that the 

a new virtual circuit for routing the packet progress made by crosshig the best existing viimal circuit is 

The above calculations determine whether a particular at least a miniihum fraction r of the cost associated with 

virtual circuit is feasible; ie., whether it makes progress traversing the best existing virtual circuit (C^. This require- 

toward the destination and avoids the possibility of looping. mcnt is rqnresented by the equation P^^r-C^ 

However, it may be undesirable to use a feasible existing in the above exan^le, the total path metric for virtual 

virtual circuit if the router on the other side of the ATM circuit 132 is 4 (Q=4). If rt=0.5 then r.Ce=2. Since P(=:2, the 

subnetwork is only sHghtly closer to the destination. Using third efficiency test is satisfied. 

""ir*^ "^"^L^- T^*^^^' k""^' '.T' °f ^ r> may be configured by the 

MM subnetwork, causing meffiaent operaUon o^ ne(. network operator or administ^i^or. XdditionaU^^ 

work Th^fore, an embodiment of the present mvention ues may be provided fork, r, and P^„ whidi Reused in the 

provides for ^eafying a mmmium progress toward the ^^^^^^ ^^^^^ ^^^^ ^ ^ 

dcstmatioD which must be accomplished by the vnlual administrator ^ r 
circuit to be considered "efficient" ^ 

r» « ,„ ^„ trrr* en « r^^^^^A r.f ^ ^nc of the three efficiency tests are not satisfied. 

Referring to FIG. 5B, a calculation is perroiroed at step i_ * • i . -1 ■ ^ ^ » j 

A- ^^-oe »^:.^J^ "1® oest existng vntual orcmt is Dot used. Instead, a 

35W to dctenmne the progress made uy the best existing *_^, i • •* - j Arm^ t_ ^ i 

^ , . \ JT n c*. ^ , • new virtual circuit is opened across the ATM subnetwork 
virtual cu-cmt, represented by P-. Smce a virtual circuit can-^ 

1 V *u J 1- *u source router to the optmial next hop routet 

move closer to the destination or move away fircm the ^ 

destination, P^ may be positive or negative. P^ is defined by To summarize, a best existing virtual circuit is feasible if 

the equation P^=D^-D^ Using the above exan^le with D^<Dp.Thebestexistingvirtualcircuitisefficientof each of 

reference to FIG. 2, P^=8-6=2. the following arc true: 

In step 252 of HG. 5B, P^ represents the progress made (P.gk Pj, (p^p^, and (P.^j. 
by the optimal virtual circuit; Le., the virtual circuit used if 

all possible virtual drcuits are available. P^ is represented by Therefore, the best existing virtual drcuit is both feasible 

the equation P„=D^-D^. Using the above example, P^=8- and efficient if the following conditions arc satisfied: 
4=4. Since the optimal virtual circuit makes greater progress 

toward the destination than the existing virtual circuit, the <^*^«) (P.^kP^ ^ (P.^p^^J and (P.grCj. 
next step is to determine whether it is efficient to op^^ ^ Although three different efficiency tests have been 

optm^ virtual arcuit orusethe existmg, less optmial virtual described, those skiUedin the art will appreciate that it is not 

^^"^^ necessary to use all of the above tests. Instead, a subset of 

Each virtual circuit has a particular cost associated with ^he efficiency tests may be used by any particular router, 

traversing the OTcuit The total path metric for the best purtheimcre, by altering the values of k, r, and P - one or 

existing virtual drcuit is calculated as the sum of aU ctf the 45 j^^^ efficiency tests may be effectively eliminated, 

metrics of each component the virtual circuit crosses. This example, if r^ or fc=0, then the equations for the first 

total path metric is represented by Step 254 of HG. 5B ^nd third efficiency tests become P,^0. Thus, any positive 

calculates thetotalpathmetncC-fcH-the best existingvirtual including i«i>, wiU «iu.iy ihc test In ihis 

cucmL nianna,allthrecof the efficiency tests may be eliminated by 

The calculations illustrated in FIGS. 5A and SB and 50 setting each of the values k, r, and P^ equal to zero, 

described above are performed by the router prior to packet jj^ accordance with the present invention, the preceding 

arrival. Thus, the results of the various calculations and calculations to determine feasibility and efficiency may be 

determinations are available when a packet is received for pcrfcnncd by an algorithm operating on a routes As iUus- 

forwarding, thereby permitting timely forwarding of the trated m FIG. 8, routCT 300 includes routing tables 308 and 
packet toward its destination. 33 databases 310 coupled to router engine 302. This configu- 

As illustrated in FIG. 4, at steps 226, 228, and 230, three ration is capable of receiving and storing the parameters 

different ^Kciency tests may be used to determine whether necessary to perform the above caloilatipns. Router engine 

the best existing virtual circuit (the circuit represented by PJ 302 is enable of performing the previously described 

is efficient First, at step 226, the router may require that the calculations. Those skilled in the art will be familiar with 
progress made by the best existing virtual circuit be at least 60 various methods and procedures used to implement the 

some fraction of the progress made by the optimal above calculations and determinations, 

virtual circuit (PJ. The firaction "1^* is defined by (Kk^l. Although the present invention selects the best existing 

The first efficiency test is represented by the equation virtual circuit, that existing virtual circuit may not be fea- 

P,^k P^- sible. In the embodiment where the Dljkstra algorithm is 

Continuing with the above example, a fraction ^=0.4 may 65 executed once, there may be situations where the best 

be used to indicate that, an existing virtual circuit mast existing virtual circuit is not feasible, yet another virtual 

progress at least 40% of the distance progressed by the drc^t is feasible. An exan^>le is iUustmted below with 
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rcfcxcnce to FIG, 3. Although the calculations and dctcrmi- Referring to FIG. 6, a flow diagram illustrates the procc- 

nations utilized by this embodiment of the present invention dure for determining when to close an established virtual 

may occasionally select a non-feasible path when a feasible circuit The illustrated timing system monitors the utilization 

path does exist, the required calculations are performed in a (or packet flow) of each established virtual circuit Step 260 

considerably faster manner^ thereby increasing the overall 5 represents the time at which the particular virtual circuit is 

efficiency of the routing operation. established. After the virtual circuit has been established, 

Referring to FIG. 3, a simple network configuration is step 262 determines a timeout value fox the new virtual 

illustrated having multiple routers connected to an ATM circuit This timeout value may be provided by the network 

subnetwork. FIG. 3 is similar to FIG. 2, but provides a operator or administrator, or may be provided as a default 
different interconnection among the ATM switches lO value. At stq) 264» the value of the timer is set to zero. Step 

(102-110). As with FIG. 2 above, each link in the ATM 266 determines whether a packet has been transmitted over 

subnetwork is assigned a cost of 1 and each router-to-router the virtual circuit If a packet has been transmitted, then the 

link is assigned a cost of 2. routine branches to step 264 where the timer is reset If no 

If router 114 has a packet to be delivered to router 126, the packet has been transmitted, the routine continues to step 
optimal path is across ATM subnetwork 100 to router 122 15 268 which determines whether a packet has been received 

and then via router 124. The optimal cost D^=7, Since the over the virtual circuit If a packet has been received, the 

virtual circuit between routers 114 and 122 docs not exist, routine branches to step 264 where the timer is reset If no 

router 114 must determine whether to use an existing virtual packet has been received, the routine continues to step 270 

circuit or establish a new virtual circuit to router 122. where the timer is incremented. At step 272 the timer value 

The existing virtual circmts calculation, discussed above, 20 is conipared to the predetermined timeout value. If the tima 

calculates paths assuming that the first hop from router 114 value equals or exceeds the timeout value, then a signal is 

must use an existing virtual circuit Therefore, the first hop generated by the timer indicating that the virtual circuit 

can be to router 112, router 118 or router 128. The cost from should be dosed at step 274. If the timer value is less than 

router 114 to router 126 using virtual circuit 130 is 11 the timeout value, then the routine branches back to step 

(virtual circuit 130 has cost 3, and router 112 to router 126 25 266. 

via router 122 has cost 8). Using router 118, the cost to router The preceding description and embodiments describe 

126 is 10 (virtual circuit 132 has cost 4, and router 118 to utilizing the present invention in a network environment 

router 126 has cost 6). Using router 128, the cost to router using a similar routing parotocol for both the ATM switches 

126 is 9 (virtual circuit 138 has cost 2, and router 114 to and the routers. However, the present invention may also be 
router 126 via router 122 has cost 7). 30 utilized in network environments where "layered routing" is 

Therefore, based on the existing virtual circuits used. Layered routing uses different routing protocols; i.c., 

calculation, the path using router 128, having cost 9, is one protocol for the ATM subnetwork and another protocol 

selected as the best existing virtual circuit, based on the for the routers. 

lowest cost However, the cost from router 114 to router 126 Refening to HG. 8, a particular network is illustrated 

(using the all possible routes calculation) is equal to the cost 35 having an ATM subnetwork represented as a single node 

from router 128 to router 126 (using the existing virtual 400. FIG. 8 also illustrates ten routas 402-420 coupled to 

circuits calculation). Therefore, since D^D^ virtual circuit . one anoflier and ATM subnetwork 400. Routing witiiin 

138, which was selected as the best existing virtual circuit, subnetwork 400 is independent of routing between routers 

is not feasible. \^rtual circuit 138 is not feasible because 402^20. Therefore, a different routing protocol is used for 

when the packet reaches router 128, the above calculations 40 routing between the routers. For proper in^lementation of 

will be pcrfOTned again and possibly cause router 128 to the present invention, the routers use a link state (or tc^l- 

fOTward the packet back to router 114, therefore creating a ogy state) routing protocol. ATM switches (shown in FIG. 9) 

loop. witiiin ATM subnetwork 400 may use any available routing 

Since the selected virtual circuit 138 is not feasible, router protocol, including static routing. In the preferred 

114 will establish a new virtual circuit to router 122 for 45 embodiment, the ATM switches use an integrated link state 

forwardiDg the packet toward its destination. In this protocol 

example, virtual circuit 132 is feasible, but was not selected FIG. 8 Illustrates a logical router topology. Since two 

as die best existing virtual circuit because it did not have the different routing protocols are used, tiie operation of the 

lowest cost vmual circuit 132 is feasible because D^=7 (via routing protocols is maintained relatively independent 

routa 122) and D=6 (router 118 to router 126 via routers 50 Since the routers can forward packets using virtual drcuits 

120 and 124). across ATM subnetwork 400, it is necessary to rqiresent the 

Therefore, selection of virtual circuit 132 was sacrificed in capabiKties of the subnetwork. If no virtual circuits arc 

exchange for the overall efficiency of the routing operation. established across the ATM subnetwork, it is still necessary 

As discussed above, ATM switches are limited in the to advertise tiic availability of the ATM subnetwork into the 

numbcrof virtual circuits they can maintain. Therefore, it is 55 router network. IWs advertising into the routing network 

important to close virtual circuits not being utilized. may be accomplished by using an Open Shortest Path First 

However, connectionless Internet Ptotocols do not indicate (OSPF) routing protocol 

an absence of traffic to send. Instead, the transmission of FIG. 8 represents the ATM subnetwork using die single 

packets sirnply steps. In one embodiment oi the present node 400, Node 400 has a link to each router having an ATM 

invention, the router determines whether a particular virtual 60 interface. In the absence of any existing virtual circuits, the 

circuit should be closed if no packets have been transinitted other routers in the network believe that node 400 is a 

over the virtual circuit for a predetermined penod of time. A normal router. An actual {^ysical system in the network, 

particular virtual circuit is monitored using a timer whi<^ is such as one of the routers having a direct ATM interface, 

reset each time a packet is received from the virtual circuit assumes the functions of representing node 400. Selecting 

or transmitted over the virtual circuit If the timer reaches a 65 the physical system to handle these functions may be done 

predetermined value prior to being reset, then the virtual manually by configuring one particular system to represent 

circuit is closed. node 400, or by running an election algorithm. Different 
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election algorithms capable of bdng used with the present This inqdies that all routers along the path must have the 

invention are provided by the OSFF, IS-IS, and PNNI ability to make routing decisions based on the same topol- 

routing protocols. ogy database. The logical router topology is the only data- 

When a virtual circuit already exists, or is created, across base that all routers^ including those routers not attached to 

the ATM subnetwork, an issue arises regarding when to 5 the ATM subnetworic, have in conamon. Therefore, the nwtt 

advertise the existence of the virtual circuit into the router- hop aaoss the ATM subnetwork chosen by a router must be 

to-routcr routing protocol A first option is to re&ain from feasible according to the logical router topology. However, 

advertising the existence of the virtual circuit If this option the router may use additional information regarding the 

is selected, the logical topology of the network as advertised ATM subnetwork when selecting the best route from among 

into the routing protocol remains identical to that illustrated lo multiple feasible routes. 

in FIG. 8. A second option explicitly advertises the existence FIG. 10 illustrates four different routing calculations 

of the virmal circuit Using this option die topology illus- which are required as part of the task of determining whether 

tratedinFIG. 8 is enhanced by adding links between routers a new virtual circuit must be established for a specific 

corrcsponduig to the existing virtual circuits. When using packet Each calculation is repeated only when new network 

the second option, the metrics associated with the additional 15 data is available, and not in response to the arrival of a 

links would create a preference for existing virtual circuits, packet to be delivered. Step 450 calculates the best path to 

if available. the destination using all available routes and the logical 

If a packet arrives at a router having an ATM interface and router topology. This path is referred to as the first path and 

the correct path for the packet traverses the ATM is guaranteed to be feasible. Therefore, the first path wiU be 

subnetwork, then the questions of feasibility and efficiency 20 used if no other feasible path is identified. The distance from 

arise. In this situation, die source router will have knowledge the current router to the destination and the associated first 

of the OSPF logical topology and knowledge regarding hop progress can be calculated for this path more accurately 

which virtual circuits are established to other routers. by using the enhanced topology to measure the cost of the 

Additionally, the source router may have knowledge regard- path. This computation is discussed bdow. The calculation 

ing details of the connections within the ATM subnetwork. 25 performed at step 450 is the only calculation performed by 

In a typical situation where layered routing is used, the routers which are not attached to the ATM subnetwork (e.g., 

routers bordering the ATM subnetwork do not participate in routers 414--420 in FIG. 8). This calculation is equivalent to 

the routing qieration in the ATM subnetwork. In this the standard router-to-router computation, such as the OSPF 

situation, a router only knows details of the logical router computation, performed by all routers, 

topology (e.g. the topology as illustrated in FIG. 8) and the 30 Step 452 in RG. 10 calculates the best path using only 

existence of any virtual circuits attached to the router itself. existing virtual circuits and the logical router topology. This 

Feasibility and efficiency in this case are calculated ba^ed path is referred to as the second path. The feasibility of a 

only on the logical router topology. The progress made by path calculated to any particular destination is easily verified 

virtual circuit *T* is represented by P,. Tliis progress is using the logical router topology. If feasible, the efficiency 

compared to the progress made by the optimal virtual 35 of the second path is compared to the first pafli. The 

circuit. The first two efficiency tests, as previously efficiency calculation will use the enhanced topology 

described, can be calculated (Pj^k-P^ and P,^P«fa), (discussed below). If feasible and efficient, the second path 

However, in this situation, the router does not know the cost is preferred because it uses virtual circuits which are already 

associated with every virtual circuit in crossing the ATM established for the first hop, thereby eliminating the need to 

subnetwork. Thus, the third efficiency test (P|^r*C^ cannot 40 establish a new virtual circuit while a packet is waiting to be 

t>e performed. forwarded. 

Referring to FIG. 9, a network config;uration is illustrated In one embodiment of the present invention, the calcula- 

similar to that of FIG. 8, where the ATM subnetwork is tion represented at step 452 is omitted. This calculation 

shown in greater detail (an enhanced topology). In this simply provides an additional opportunity to calculate fea- 

cxan^le, all ten routers (402-420) participate in a link state 45 sible and efficient paths using existing virtual circuits if the 

routing protocol, such as OSFF. FIG. 9 also illustrates three computation in step 456 (described below) fails to identify 

ATM switches 422, 424, and 426. The ATM switches and the a feasible and efficient path. 

routers bordering the ATM subnetwork (routers 402, 404, At step 4S4, uic router calculates the best path using ail 

406, 408, 410, and 412) participate in the operation of a available routes and the enhanced topology. This is refared 

separate link state or topology state routing protocol, such as 50 to as the third path. If the third path to a particular destina- 

I-PNNL In this example, the routers bordering the ATM tion calculatedby this computation never returns to the ATM 

subnetwork are capable of '"undexstanding" the enhanced subnetwork after the first hop router, then the cost from the 

topology illustrated in FIG. 9. This "uaderstanding" includes next hop router to the destination is an upper bound on the 

both the topology of the routers as advertised in one routing best possible cost firom the first hop router to the destination 

protocol, and the topology of the ATM subnetwork as S5 using the first path. This can be con5)ared to the cost of ttie 

advertised in a second routing protocol. first path to determine feasibility. If the third path is feasible, 

Comparing costs of links and nodes in the ATM subnet- then it is the best feasible path based on all possible padis, 

work to costs of links and nodes in the router network in the and will be preferred over the first padi. 

enhanced topology, the metrics used by one routing protocol If the third path to a particular destination crosses (he 

must be compared with metrics used by the second routing 60 ATM subnetwork after the first hop router, then the feasi- 

protocol. Those skilled in the art will appreciate that bility of the patii cannot be determined widiout performing 

Lagrange multipliers may be used to con^are dissimilar an additional Dijkstra computation. In this situation, com- 

resource metrics. puting time is conserved by not performing die Dijkstra 

The feasibility calculation ensures that packets wHl make conq)utatioD and therefore rejecting this third path, 

continuous progress toward the destination without loopiag. 65 At step 456, the router calculates the best path using 

Since forwarding datagrams Is based on "hop-by-hop" existing virmal circuits and the enhanced topology. This is 

routing, each routermust make a consistent routing dedsioa referred to as the fourth path. If the fourtii path to the 
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desUnatioo never returns to the ATM subnetwork after the 
first hop, then feasibility may be detennlned in the manner 
described above with respect to step 454. ]^ feasible, then the 
fourth path is the best feasible path based on existing virtual 
circuits and is preferred to the second path. If feasible, the 
fourtii path may be conipared for efficiency to the first and 
third paths. The efficiency calculation uses the enhanced 
topology. If both feasible and efficient, the fourth path will 
be prcfored over the first and third paths because it uses 
virtual circuits which are already established for the first 
hop. 

If the fourth path crosses the ATM subnetwork after the 
first hop router, then it cannot be used without additional 
existing virtual circuit** calculations, and is therefore 
rejected. 

After performing the calculations of steps 450-456, a path 
is selected based on the preferences illustrated in FIO. 11. 
The network routing calculations referred to in step 460 
correspond to the calculations illustrated in BG. 10. 

At step 462, if a packet is not awaiting routing, then die 
routine branches to step 464 to determine whether a network 20 
change has occurred a network change has occurred, then 
die routine branches to step 460, otherwise the routine 
branches to step 462. 

If a packet is waiting at step 462, then the routine proceeds 
to step 466 to determine whetfier path 4 Is feasible and 
efficient. If path 4 is feasible and efficient, then it is selected 
and used to forward the packet toward its destination at step 
468. 

If path 4 is inefficient or not feasible, then step 470 
determines whether path 2 is feasible and efficient If path 2 
is feasible and efficient, then it is selected and used to 
forward the packet toward its destination at step 472. 

If path 2 is inefficient or not feasible, then step 474 
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forwarding said packet toward said packet destination 
using one of said virtual circuits if one of said virtual 
circuits is feasible; and 

establishing a new virtual circuit across said connection- 
oriented subnetwork and forwarding said packet 
toward said packet destination using said new virtual 
circuit if said plurality of virtual circuits are not fea- 
sible. 

2. The method of daim 1 wherein said step of determining 
whether one of said virtual circuits is feasible includes 
determining whe^er one of said virtual circuits is capable of 
forwarding said packet toward said packet destination and 
avoiding looping of said packet 

3. The method of daim 1 wherein said step of determining 
whether one of said virtual circuits is feasible includes: 

determining a first distance to said packet destioation 

considering all possible virtual circuits across said 

connection-oriented subnetwork; 
determining a second distance firom an opposite end of an 

established virtual circuit to said packet destination; 

and 

determining that one of said virtual circuits is feasible if 
said second distance is less than said first distance. 

4. The method of daim 1 further including the step of 
determining whether one of said virtual circuits is effident 
by testing said virtual circuits to determine whether one of 
said virtual drcoits makes a particular minimum progress 
toward said packet destination. 

5. The method of claim 4 wherein said minimum progress 
toward said packet destination is a predetermined fraction of 
the progress made by an optimal virtual circuit 

6. The method of claim 4 wherein said minimum progress 

toward sdi padcct destination is a predetcnnincd fraction of 
a cost associated with traversing a best existing virtual 



dctcnnincs whether path 3 is feasible and cffidcnt. If path 3 
is feasible and effident, then the packet is buffered at step 

476 while a new virtual circuit is established at step 478 35 drculL 

using path 3. At step 480, the packet is forwarded toward its 7. The method of claim 1 wherein said connection- 
destination using path 3. oriented subnetwork is an asynchronous transfer mode 
Jf step 474 determines that path 3 is ineffident or not (ATM) subnetwcrk induding a plurality of ATM switches, 
feasible, then the packet is buffered at step 482 while a new g. The method of daim 1 further including the step of 
^^Ihial circuit is cstabhshcd 40 analyzing each virtual drcuit for determining whether said 



486, the packet is forwarded toward its destination using 
path 1. 

As discussed above, the first path is always feasible. At 
step 474, if the third path is feasible and efficient, then it is 
prcfcncd to the first path. In this case, the third path is used 45 
for the purpose of calculating the effidency of other paths. 
If the third path is not feasible, then the first path remains the 
preferred path. 

Plrom the above description and drawings, it will be 
understood by those skilled in the art that the particular 50 
embodiments shown and described are for purposes of 
illustration only and are not intended to limit ffie scope of the 
invention. Those skilled in the art will recognize that the 
invention may be embodied in other specific fonns without 
departing from its spirit or essential characteristics. Refer- 55 
enccs to details of particular embodiments are not intended 
to limit the scope of the claims. 

What is claimed is: 

1, A method for routing packets in a network having a 
connection-oriented subnetwork and a plurality of virtual ^ 
circuits established across said connection-oriented 
subnetw(sk:, said method comprising the steps of: 

recdving a packet to t>e routed toward a packet destina- 
tion; 

determining whether one of said virtual circuits is feasible 65 
for forwarding said packet toward said packet destina- 
tion; 



virmal drcuit should be dosed. 

9. The method of daim 1 further induding the stq>s of: 
providing a timer assodated with each virtual circuit for 

determining the utiiization of said virtual circuit; 
resetting said timer when a packet is detected on said 

assodated virtual circuit; 
incrementing said timer when a packet absence is detected 

OD said associated virtual circuit; and 
dosing said virtual circuit if said timer reaches a prede- 

texmined timeout value. 

10. An apparatus for forwarding packets in a network 
having a connection-oriented subnetwork, a plurality of 
routers coupled to said connection-oriented subnetwork, and 
a plurality of virtual circuits established across said 
connection-oriented subnetwork, said appaiams comprising: 

a router capable of receiving a packet to be forwarded 
toward a packet destination; 

means within said router for determining whetfier one of 
said plurality of virtual circuits is feasible for forward- 
ing said padcet toward said packet destination; 

means witfiin said router for forwarding said packet 
toward said packet destioation using one of said virtual 
circuits, said means for forwarding tieing utilized when 
one of said virtual circuits is feasible; and 

means within said router for establishing a new virtual 
circuit across said connection-oriented subnetwork to 
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an optiiDal next hop router and fQiwarding said packet 
toward said packet destination using said new virtual 
circuit if said plurality^ of viitual circuits are not 
feasible. 

11. The apparatus of claim 10 wherein said joeans for ^ 
determining whether one of said plurality of virtual circuits 

is feasible includes an algorithm executed by said router for 
determining whether one of said virtual circuits is capable of 
forwarding said packet toward said packet destination with- 
out looping. 

12. Tbe apparatus of claim 10 further including means for lo 
determining whether one of said plurality of virtual circuits 

is efSdent, wherein said means includes an algorithm 
executed by said router for testing said virtual circuits to 
determine whether using one of said virtual circuits makes 
a particular minimum progress toward said packet dcstina- x5 
tion. 

13. The apparatus of claim 10 wherein said connection- 
oriented subnetwork is an asynchronous transfer mode 
(ATM) subnetwcHTk inchiding a plurality of ATM switches. 

14. The apparatus of daim 10 further including: ^ 
a timer associated with each established virtual circuit f(x 

determining the utiUzation of said virtual circuity said 
timer capable of being reset when a packet is detected 
on said virtual drcuit and incremented when a packet 
absence is detected on said Witual circuit 

15. The apparatus of claim 14 wherein said timer is ^ 
capable of generatLng a signal to dose said established 
virtual circuit when said timer reaches a predetermined 
timeout value. 
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16. Amethod for pexfonning layered routing of packets in 
a network having a plurality of virtual circuits, said method 
conqxrising the steps of: 

lecdving a packet to be routed toward a packet destina- 
tion; 

calculating a first patiii to said packet destination using an 
enhanced topology and considering said plurality of 
virtual circuits; 

forwarding said packet using said first path if said first 
path is feasible; 

calculating a second path to said packet destination if said 
first path is not feasible, said second path using an 
enhanced topology and considering all available routes; 

forwarding said packet using said second path if said 
second path is feasible and said first path is not feasible; 

calculating a third path to said packet destination if said 
first and second paths are not feasible, said third path 
using a logical router topology and considering all 
available routes; and 

forwarding said packet using said third path if said third 
path is feasible and said first and second paths are not 
feasible. 

1^ * * * * 
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